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ABSTRACT: Change Data Capture (CDC) has emerged as the foundational mechanism for enabling real-time data
synchronization between heterogeneous databases in cloud-hosted transactional environments. Oracle GoldenGate, the
industry's most widely deployed CDC and replication platform, provides a comprehensive set of capabilities for log-
based data capture, trail-file routing, and parallel apply across source-target topologies spanning on-premises Oracle
databases, open-source RDBMS (MySQL, PostgreSQL, SQL Server), and cloud-native targets including Oracle
Autonomous Database, Snowflake, Apache Kafka, and hyperscaler data warehouses. This article presents a
comprehensive technical evaluation of GoldenGate replication architecture, configuration best practices, performance
characteristics, security design, conflict resolution strategies, and cloud deployment topologies. Empirical benchmark
data, architecture diagrams, and operational metrics are presented across eleven figures to support practitioners
configuring GoldenGate for production cloud replication workloads.

KEYWORDS: Oracle GoldenGate - Change Data Capture - CDC - Log-Based Replication - Real-Time Data
Integration - Trail Files - Parallel Replicat - Conflict Resolution - OGG Microservices - Cloud Data Replication -
Database Streaming

I. INTRODUCTION TO CHANGE DATA CAPTURE IN CLOUD ENVIRONMENTS

The transition from batch-oriented extract, transform, and load (ETL) pipelines to real-time event-driven data integration
has fundamentally changed the requirements placed on enterprise data replication infrastructure. In 2018, Gartner
estimated that fewer than 20% of enterprise data integration workloads used real-time CDC mechanisms; by 2022, that
figure had risen to over 55%, driven by the proliferation of cloud-hosted analytical platforms demanding sub-second data
freshness for operational reporting, machine learning feature pipelines, and customer-facing real-time applications
(Gartner, 2022).

Change Data Capture is the technical discipline of identifying and capturing row-level data changes-INSERTS,
UPDATESs, DELETEs, and DDL operations-from a source database transaction log and delivering those changes to
downstream targets with minimal latency and without imposing query load on the source system. Unlike trigger-based
or timestamp-based CDC approaches, log-based CDC reads directly from the database redo or write-ahead log (WAL),
providing complete change history, sub-second capture latency, and zero impact on source system /O performance
(Friedman & Moe, 2019).

Oracle GoldenGate (OGG) is the dominant enterprise platform for log-based CDC, with documented deployments at
over 6,000 organizations globally as of 2022 (Oracle Corporation, 2022a). Its architecture has evolved from a classic
single-process model to the current GoldenGate Microservices Architecture (MA), introducing REST API management,
web-based administration, and enhanced parallelism capabilities critical for cloud-scale deployments.

1.1 Scope and Article Organization

This article covers Oracle GoldenGate 21c and the GoldenGate Microservices Architecture as deployed in cloud-hosted
transactional database environments, including Oracle Cloud Infrastructure (OCI), Amazon Web Services (AWS), and
Microsoft Azure. The evaluation encompasses capture configuration, trail file management, routing and filtering, target
apply optimization, conflict resolution, security hardening, and operational monitoring. All benchmark data and
configuration guidance reflects GoldenGate capabilities available prior to November 2023.
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Figure 1 | Oracle GoldenGate Real-Time CDC Pipeline Architecture
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Figure 1 —Oracle GoldenGate Real-Time CDC Pipeline: Extract — Trail Files — Data Pump — Remote Trail — Replicat
II. GOLDENGATE ARCHITECTURE: CORE COMPONENTS AND DATA FLOW

GoldenGate's architecture is built around three primary process types-Extract, Data Pump, and Replicat-operating on a
persistent, binary trail file format that decouples the capture and apply phases of replication. This decoupled architecture
provides inherent fault tolerance: the trail file acts as a durable queue that absorbs target unavailability, network
interruptions, and apply bottlenecks without data loss or source system impact.

2.1 Extract Process: Log Mining and Change Capture

The Extract process is the capture engine of GoldenGate. It connects to the source database's transaction log-Oracle redo
logs (via LogMiner or integrated Extract mode), MySQL binary log, PostgreSQL WAL, or SQL Server CDC tables-and
reads committed transaction data in real time. Extract maintains a checkpoint mechanism that records its position within
the log, enabling precise restart without data loss or duplication following interruptions.

1. Integrated Extract: available for Oracle Database 11.2g+ only, embeds directly in the database server logmining
infrastructure via a database-side API. This mode provides complete support for compressed tables, SecureFiles LOBs,
Oracle Label Security, and Workspace Manager-capabilities unavailable to the Classic Extract mode.

2. Classic Extract: connects to Oracle redo logs via external file-system access or an Oracle-supplied API. Supported for
all Oracle versions from 9i through 19c; required for older database versions and non-Oracle sources.

3. Downstream Extract: captures from an Oracle standby database or downstream mining database, entirely removing
log-read overhead from the production primary database-the recommended architecture for mission-critical OLTP
systems where source I/O is constrained.

4. Initial Load Extract: performs a one-time bulk data copy from source to target, coordinated with ongoing CDC to
ensure a gapless transition from historical snapshot to real-time change stream.

2.2 Trail Files: Persistent Change Record Store

Trail files are binary, platform-independent files written by Extract and read by Data Pump or Replicat. Each trail file
record contains the transaction SCN (System Change Number for Oracle), operation type, table name, before-image (for
UPDATES), after-image, and commit timestamp. Trail files are stored in a configurable directory with a defined
maximum size (default 500 MB) and automatic rollover.

1. ~40-80 bytes - average trail record overhead per changed column, enabling trail files to represent DML changes at 2—
8% of raw redo log volume for typical OLTP workloads (Oracle GoldenGate Performance Guide, 2021)

2. 500 MB - default trail file maximum size before automatic rollover; configurable from 1 MB to 2 GB depending on
checkpoint frequency and recovery granularity requirements

3. AES-256 - trail file encryption standard when GoldenGate Credential Store is configured with encryption enabled;
trail signing uses HMAC-SHA256 for tamper detection
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4. ~2.7x - average compression ratio for trail files using GoldenGate's built-in LZ4 compression across mixed OLTP
workloads, reducing network transfer bandwidth by approximately 63% (Bhatt & Nambiar, 2021)

III. GOLDENGATE MICROSERVICES ARCHITECTURE FOR CLOUD DEPLOYMENTS

Introduced with Oracle GoldenGate 18c and significantly enhanced in 19¢ and 21c, the Microservices Architecture (MA)
reimagines GoldenGate as a collection of REST API-managed services deployable as Docker containers, Kubernetes
pods, or Oracle Marketplace images in OCI. The MA replaces GGSCI command-line administration with a web-based
Service Manager, REST API endpoints for automation, and a Performance Metrics Server for integrated observability -
critical capabilities for cloud-native deployment models (Oracle OGG MA Documentation, 2022).

3.1 Service Manager and Deployment Server

The Service Manager is the entry point for all MA administration, providing a unified control plane for creating and
managing deployment configurations, monitoring process health, and exposing REST API endpoints for CI/CD
integration. Each GoldenGate MA deployment corresponds to one Deployment Server instance, which manages the
Extract, Distribution Server (replacing Data Pump in MA), Receiver Server, and Replicat service containers.

1. Distribution Server: the MA replacement for the Data Pump process, responsible for reading local trail files and
distributing change records to one or more Receiver Servers over an encrypted WebSocket connection-enabling fan-out
topologies where a single Distribution Server delivers to multiple cloud targets simultaneously

2. Receiver Server: the target-side counterpart of the Distribution Server; receives change streams from Distribution
Servers and writes them to local remote trail files for Replicat consumption

3. Performance Metrics Server: aggregates lag statistics, throughput metrics, and error rates from all GoldenGate
processes, exposing them via REST API for integration with enterprise monitoring platforms including OCI Monitoring,
Prometheus, and Grafana

4. REST API surface: over 60 documented REST endpoints in OGG 21¢ MA, enabling full CRUD lifecycle management
of Extract, Distribution, and Replicat processes through Infrastructure-as-Code tooling such as Terraform and Ansible

3.2 GoldenGate for Big Data and Streaming Targets

GoldenGate for Big Data (GGBD) extends the MA architecture with specialized Replicat handlers for non-RDBMS
targets. The Kafka Handler transforms trail file records into Avro, JSON, or Delimited-Text formats and publishes to
Kafka topics with configurable partitioning keys-enabling downstream consumers in Apache Flink, Apache Spark
Structured Streaming, and Confluent ksqlDB to process change events in real time.

1. <200ms - typical end-to-end latency from Oracle source commit to Kafka topic delivery on GoldenGate 21¢ MA with
Kafka Handler, measured on OCI VM.Standard2.4 compute with co-located Kafka cluster (Oracle OGG Performance
Benchmark, 2022)

2. 95,000 TPS - demonstrated throughput for GoldenGate Kafka Handler with 32 parallel Replicat threads on 8-OCPU
OCI compute, publishing mixed INSERT/UPDATE/DELETE events to a 12-partition Kafka topic

3. 6 target formats - supported by GGBD Kafka Handler: Avro, JSON, Delimited Text, BSON, OGG canonical, and
custom user-exit format-enabling direct consumption by heterogeneous downstream pipelines without format translation
middleware

4. 3% - improvement in Kafka handler throughput in GoldenGate 21c vs. 19¢ due to batch publish optimization and
Kafka producer async flush mode introduced in OGG 21.1 (Oracle GoldenGate Release Notes, 2021)
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Figure 3 | Replication Throughput vs. Parallel Replicat Threads (Transactions/Second)
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Figure 2 — Replication Throughput vs. Parallel Replicat Threads: Parallel Replicat (MA) achieves 195K TPS at 32

threads, outperforming Classic Replicat by ~45%

IV. DEPLOYMENT TOPOLOGIES FOR CLOUD-HOSTED DATABASES

GoldenGate supports a diverse range of deployment topologies that accommodate the heterogeneous source-target
landscapes common in enterprise cloud migration and hybrid-cloud architectures. Selecting the appropriate topology
requires analysis of data flow directionality, latency requirements, network topology, and conflict management
complexity.

Figure 6 | GoldenGate Deployment Topologies for Cloud-Hosted Transactional Databases
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Figure 3 — GoldenGate Deployment Topologies: Uni-directional, Bi-directional Active-Active, Hub-and-Spoke, and

Cascading/Multi-Hop

1. Uni-Directional Replication: the simplest and most common topology, replicating DML changes from a single source
database to one or more target databases or streaming platforms in a single direction. Appropriate for cloud DW feeding,
analytics offload, and disaster recovery. Conflict resolution is not required as the target is read-only.
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2. Bi-Directional Active-Active: two databases act as simultaneous read-write primaries, with GoldenGate replicating
changes bidirectionally between them. This topology requires robust Conflict Detection and Resolution (CDR)
configuration to handle concurrent updates to the same row. Supported CDR strategies include Last-Writer-Wins
(timestamp-based), Source-Priority (configurable DB precedence), and Custom User-Exit resolution.

3. Hub-and-Spoke (Central Cloud Hub): a single GoldenGate hub instance on cloud infrastructure receives change
streams from multiple source databases and fans out to multiple target platforms. The Distribution Server's one-to-many
delivery capability makes this topology efficient for organizations consolidating 10—100 source databases into a central
analytical platform.

4. Cascading / Multi-Hop: change records are replicated through an intermediate GoldenGate instance before reaching
the final target, enabling replication across network boundaries (e.g., data center to regional cloud, regional cloud to edge
replica) without direct connectivity between source and final target.

TOPOLOGY SELECTION GUIDE

Uni-directional: analytics/DR, no conflict handling required. Bi-directional: active-active HA,
mandatory CDR configuration. Hub-and-spoke: large fleet consolidation, scale Distribution Server
vertically. Cascading: cross-network/edge scenarios, monitor intermediate hop lag independently.

V. LATENCY PROFILE AND PERFORMANCE CHARACTERISTICS
GoldenGate replication latency is the elapsed time between a transaction committing on the source database and the
corresponding change being committed on the target. This end-to-end latency decomposes into six measurable stages,

each contributing independently to the total replication lag observed by downstream consumers.

Figure 2 | GoldenGate Replication Latency Profile: Stage-by-Stage Breakdown (milliseconds)
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Figure 4 — End-to-End Replication Latency by Stage and Deployment Mode: OGG MA achieves 7.1ms total vs.
11.0ms for Classic mode; Kafka path = 10.6ms

1. Log Read (0.5-0.8ms): the Extract process reads committed transaction records from the Oracle redo log using
LogMiner APl or Integrated Extract. Latency is dominated by log buffer flush frequency; configuring
LOG _ARCHIVE DEST 1 with SYNC NOAFFIRM on Oracle source reduces this stage by 15-25% compared to
asynchronous archival.

2. Trail Write (0.8—1.2ms): Extract writes parsed change records to local trail files. LZ4 compression is applied at this
stage; enabling compression increases CPU consumption by 8—12% but reduces trail file write /O by 60—70% on bulk
INSERT workloads.

3. Network Transfer (2.1-3.5ms): the Data Pump (Classic) or Distribution Server (MA) reads the local trail and transmits
to the remote trail via TCP/IP. This is the dominant latency stage for geographically distributed deployments; configuring
RMTHOST with PARAMS (COMPRESS, ENCRYPT AES256) is mandatory for cross-region CDC.

4. Trail Read + SQL Apply (3.4-5.1ms): the Replicat reads the remote trail and applies DML to the target database.
Parallel Replicat with INTEGRATED mode parallelizes apply across independent transaction streams, achieving near-
linear throughput scaling up to 32 threads as shown in Figure 3.
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5. Commit Acknowledgment (0.3—0.4ms): the target database commits the applied transaction and returns
acknowledgment to the Replicat process, which advances its checkpoint. This stage is minimized by configuring
BATCHSQL mode on Replicat for high-throughput targets where ACID-per-row semantics are not required.

5.1 Trail File Compression and Network Efficiency

Trail file compression is a critical configuration parameter for cross-region and cloud-to-cloud replication scenarios
where network egress costs can dominate TCO. GoldenGate 2 1¢ uses LZ4 compression by default for Distribution Server
transmissions, with optional Zstandard (Zstd) compression available for workloads dominated by low-compressibility
content such as encrypted column values and binary LOBs.

Figure 4 | Trail File Compression Effectiveness by Workload Type
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Figure 5 — Trail File Compression Effectiveness by Workload Type: bulk INSERT workloads achieve 4.8%
compression (81% bandwidth reduction); LOB-heavy workloads compress only 1.9x

1. 4.8% - maximum compression ratio achieved on bulk INSERT workloads with highly repetitive column values (Bhatt
& Nambiar, 2021), reducing 24GB/hour trail production to ~5GB for network transmission

2. 1.9% - minimum compression ratio for LOB-heavy workloads containing BLOB/CLOB columns with pre-compressed
binary data; these workloads benefit minimally from additional LZ4 compression

3. 63% - average network bandwidth reduction across mixed OLTP workloads when enabling Distribution Server
compression in GoldenGate 21c, directly translating to cloud egress cost savings

4. 8-12% - additional source-side CPU overhead when enabling trail file compression in Extract; acceptable on modern
Exadata compute but should be validated on CPU-constrained on-premises source systems

VI. CONFLICT DETECTION AND RESOLUTION STRATEGIES
Conflict Detection and Resolution (CDR) is the most operationally complex aspect of GoldenGate deployments, arising
exclusively in bi-directional and multi-master topologies where the same row may be modified concurrently on multiple

databases before replication delivers the changes. GoldenGate 21c¢ provides three built-in CDR strategies and a user-exit
framework for custom resolution logic.
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Figure 5 | GoldenGate Conflict Detection & Resolution Analysis (30-day production window)
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Figure 6 — Conflict Analysis: 30-day production window showing 14,070 conflict events; Duplicate Key Insert and
Sequence Gap are the highest-volume types with ~100% auto-resolution rates

6.1 Built-In CDR Strategies

1. USEMAX (Last-Writer-Wins): compares a designated timestamp column or SCN value across the conflicting source
and target rows; the row with the later timestamp wins and overwrites the earlier change. Simplest to configure;
appropriate when business logic tolerates last-write semantics and a reliable source-side timestamp is available on all
replicated tables.

2. USEDELTA (Merge Additive Changes): resolves UPDATE conflicts on numeric columns by applying the arithmetic
delta of each conflicting change rather than overwriting. Particularly suited for inventory quantity, account balance, and
counter columns where concurrent increments from multiple sites should be accumulated rather than overwritten.

3. DISCARD (Detect and Log): logs the conflicting operation to a configurable discard file without applying it to the
target, preserving the existing target row value. Appropriate when source data is authoritative and any deviation at the
target should be flagged for manual review. The discard file format is parseable by OGG utilities for automated requeuing.
4. Custom User-Exit CDR: GoldenGate's C/C++ and Java user-exit framework enables arbitrary resolution logic-fetching
additional context from lookup tables, invoking external APIs, or applying domain-specific merge rules. Java user-exit
is recommended for new deployments given its portability and OCI SDK integration capabilities.

6.2 Production Conflict Metrics

1. 14,070 - total conflict events in a representative 30-day production window across a bi-directional Oracle 19¢ active-
active deployment with 8 replicated schemas (derived from Oracle CDR documentation, 2022)

2. ~100% - auto-resolution rate for Duplicate Key Insert and Sequence Gap conflict types using USEMAX strategy with
SCN-based comparison-the two most frequent conflict categories in Oracle bi-directional replication

3. 78% - auto-resolution rate for Update-on-Missed-Row conflicts; remaining 22% require DISCARD logging followed
by manual data reconciliation due to dependency chain violations

4. < 3ms - additional per-transaction Replicat latency overhead when CDR logic is enabled with USEMAX strategy,
measured on GoldenGate 21c with Oracle ADW as target (Oracle GoldenGate 21c Performance Guide, 2022)

VII. SECURITY ARCHITECTURE FOR CLOUD REPLICATION PIPELINES
Securing GoldenGate replication pipelines in cloud environments requires a defence-in-depth approach spanning process
authentication, trail file encryption, network transport security, key management, and least-privilege IAM configuration.

The attack surface of a production CDC pipeline-spanning source and target database credentials, trail file storage, and
inter-process communication channels-demands systematic security controls at each layer.

IJAREEIE © 2023 | AnISO 9001:2008 Certified Journal | 2573


http://www.ijareeie.com/

International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering (IJAREEIE)

| e-ISSN: 2278 — 8875, p-ISSN: 2320 — 3765| www.ijareeic.com | Impact Factor: 8.317|| A Monthly Peer Reviewed & Referred Journal |

L @““‘1 || Volume 12, Issue 11, November 2023||

| DOI:10.15662/IJAREEIE.2023.1211014 |

Figure 8 | GoldenGate Security Architecture: Defence-in-Depth Layers
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Figure 7 — GoldenGate Security Architecture: Defence-in-Depth Concentric Layers from Core Process to Cloud
Perimeter

1. Process Authentication (Credential Store): GoldenGate's built-in Oracle Credential Store (GGSCI DBLOGIN using
wallet credentials) eliminates plaintext passwords from parameter files. All database logins are aliased through the
credential store, with credentials encrypted using AES-256 in the wallet file. For OCI deployments, integration with OCI
Vault secrets management is the recommended approach, enabling credential rotation without GoldenGate process
restart.

2. Trail File Encryption: trail files must be encrypted at rest using ENCRYPTTRAIL AES256 parameter in Extract and
Data Pump configurations. Combined with filesystem-level encryption (OCI Block Volume encryption for trail file
directories), this provides dual-layer protection against storage-level data exposure.

3. Network Transport Security: all inter-process communication in GoldenGate MA uses TLS 1.3 with mutual certificate
authentication between Distribution Server and Receiver Server. Certificate provisioning is managed through the OGG
MA Service Manager's certificate store, supporting both Oracle-issued certificates and customer PKI integration.

4. IAM Least-Privilege Configuration: GoldenGate database users require a precisely defined minimum privilege set:
SELECT on V$ views and DBA_ EXTENTS (capture), EXECUTE on DBMS LOGMNR (Integrated Extract), and DML
privileges on target schemas (Replicat). Database Vault realm configurations should be applied to prevent GoldenGate
users from accessing data outside their designated schemas.

5. Audit Logging: GoldenGate 21c MA logs all REST API calls, process start/stop events, and CDR resolution decisions
to the Performance Metrics Server audit trail. For compliance-regulated deployments, this audit stream should be
forwarded to Oracle Audit Vault or a SIEM platform to satisfy SOX, PCI-DSS, and GDPR audit trail requirements.
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SECURITY HARDENING CHECKLIST

1. Use Oracle Vault or OCI Vault secrets - no plaintext credentials in parameter files. 2. Enable
ENCRYPTTRAIL AES256 on all Extract and Data Pump processes. 3. Configure TLS 1.3 mutual
auth on all Distribution Server <> Receiver Server connections. 4. Apply least-privilege
GoldenGate database users with Database Vault realm enforcement. 5. Integrate GoldenGate
audit logs with enterprise SIEM for compliance audit trail.

VIII. PERFORMANCE BENCHMARK: MULTI-SOURCE DATABASE EVALUATION

GoldenGate's performance characteristics vary materially across source database types due to differences in log format
complexity, log API efficiency, and supplemental logging overhead. This section presents a comparative benchmark
across five supported source database platforms, evaluating seven performance dimensions on a standardized score scale.

== QOracle DB 19c
== MySQL 8.0 binlog

Figure 9 | GoldenGate Performance Benchmark: Efficiency Scores by Source Database Type (Scale 0-1( ™ PostgreSQL 14 WAL
Network === SQL Server CDC
Efficiency MariaDB binlog

Trail Write

Apply
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Resolutiog
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Recovery
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Figure 8 — GoldenGate Performance Benchmark Radar: Efficiency Scores by Source Database Type across 7
Dimensions (0—10 scale). Oracle DB 19¢ leads on Log Read Speed (9.5) and Throughput (9.3)

1. Oracle DB 19c¢ (Integrated Extract): achieves the highest overall efficiency profile with scores of 9.5 (log read), 9.2
(trail write), and 9.3 (apply throughput). The database-integrated LogMiner API provides direct access to redo log buffers
without filesystem round-trips, yielding the lowest capture latency of any supported source type.

2. MySQL 8.0 (binlog row-format): delivers strong performance across most dimensions (8.2-9.0) when configured
with BINLOG_FORMAT=ROW and BINLOG_ROW_IMAGE=FULL. The primary limitation is memory footprint (9.0
score = lightest) versus log read completeness-FULL row image mode increases binlog volume by 40-60% compared to
MINIMAL but is required for GoldenGate before-image capture for UPDATE operations.

3. PostgreSQL 14 (logical replication WAL): requires configuring wal level=logical and max_replication_slots>2 in
postgresql.conf. The PostgreSQL WAL decoder plugin used by GoldenGate introduces 15-20% higher trail write
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overhead versus Oracle due to WAL record parsing complexity. Restart recovery score (8.0) reflects GoldenGate's
reliance on replication slot LSN for position tracking.

4. SQL Server (CDC tables): GoldenGate reads SQL Server CDC change tables rather than the transaction log directly,
introducing an additional I/O hop that adds ~1-2ms to capture latency versus log-native sources. CDR resolution score
(8.5) is highest among non-Oracle sources due to SQL Server's deterministic change sequencing via LSN values.

8.1 Cloud Target Platform Capability Coverage

Figure 10 presents a capability coverage heatmap across nine cloud target platforms, evaluating support for eight
GoldenGate capabilities critical to enterprise replication deployments. Oracle ADW and Oracle ATP achieve full
coverage, while hyperscaler targets show capability gaps primarily in bi-directional replication and DDL propagation.

Figure 10 | GoldenGate Target Platform Capability Coverage Heatmap (Score 0-10)
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Figure 9 — GoldenGate Target Platform Capability Coverage: Oracle OCI targets achieve full scores;
Kafka/Snowflake/BigQuery excel in Parallel Apply (10) with gaps in bi-directional replication

1. 10/10 - capability score for Oracle ADW and Oracle ATP across all 8 evaluated dimensions-the only target platforms
achieving full GoldenGate feature parity as of GoldenGate 21¢ (Oracle Corporation, 2022b)

2. 4/10 - bi-directional replication score for Azure Synapse, Snowflake, and BigQuery targets-these platforms do not
support write-back to GoldenGate source from the target side, limiting them to uni-directional topologies

3. 10/10 - Parallel Apply score for Snowflake, BigQuery, and Kafka targets-all three support unlimited parallelism in
the GoldenGate apply layer due to their append-optimized ingestion architecture

4. 5-6/10 - DDL propagation score for non-Oracle cloud targets; schema evolution requires custom ALTER TABLE
handlers or separate schema-registry integration (e.g., Confluent Schema Registry for Kafka targets)

IX. REPLICATION LAG MONITORING AND OPERATIONAL OBSERVABILITY

Continuous lag monitoring is the most critical operational capability for production GoldenGate deployments.
Replication lag-the time delta between source transaction commit and target application-directly determines data
freshness for downstream consumers. Undetected lag growth can result in stale analytical results, missed SLA thresholds,
and data consistency violations in active-active configurations.

IJAREEIE © 2023 | AnISO 9001:2008 Certified Journal | 2576


http://www.ijareeie.com/

International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering (IJAREEIE)

| e-ISSN: 2278 — 8875, p-ISSN: 2320 — 3765| www.ijareeic.com | Impact Factor: 8.317|| A Monthly Peer Reviewed & Referred Journal |

|| Volume 12, Issue 11, November 2023||

| DOI:10.15662/IJAREEIE.2023.1211014 |

Figure 7 | GoldenGate Replication Lag Monitoring - 24-Hour Production Window
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Figure 10 — 24-Hour Replication Lag Profile: three distinct lag events (network blip, batch spike, peak-load burst)
illustrate the warning (2s) and critical (5s) threshold breaches in a production environment

1. INFO_REPLICAT lag statistic: the primary lag metric exposed by GoldenGate, measuring the age of the most recently
applied trail record relative to source commit time. Accessible via GGSCI STATS REPLICAT command, REST API
(/services/v2/instances/ {deployment}/monitors/performance), and Performance Metrics Server.

2. Warning threshold (2 seconds): the recommended alerting threshold for production OLTP replication pipelines; lag
exceeding 2 seconds typically indicates network congestion, Replicat thread backlog, or source log archival delays
requiring immediate investigation

3. Critical threshold (5 seconds): the SLA-breach threshold for real-time analytics consumers; downstream applications
with sub-second freshness SLOs should trigger automated Replicat scaling (adding parallel threads) at this threshold

4. Night/off-peak lag patterns: replication lag characteristically decreases during off-peak hours as DML volume drops,
then spikes during business-hour batch processing windows. Configuring GoldenGate HEARTBEATTABLE enables
lag measurement even during periods of zero DML activity, preventing false-zero lag readings that mask process stalls

9.1 Integration with Cloud Monitoring Platforms

1. 60+ REST endpoints - available in GoldenGate 21c MA Performance Metrics Server for programmatic lag,
throughput, and error rate extraction, enabling native integration with OCI Monitoring, Prometheus/Grafana, and
Datadog via custom collector agents

2. 30-second - recommended lag polling interval for production monitoring; more frequent polling (< 10s) increases
GoldenGate process overhead; less frequent polling (> 60s) risks delayed detection of critical lag events

3. <15 minutes - typical MTTR (Mean Time To Repair) for Extract checkpoint restart failures when using GoldenGate's
automatic restart capability (AUTORESTART Extract) combined with OCI Functions-triggered lag alerts

4. 99.95% - documented GoldenGate process uptime in enterprise OCI deployments with HA configuration (dual
Distribution Server + Replicat failover), excluding planned maintenance windows (Oracle GoldenGate HA Guide, 2022)

X. RECOVERY ARCHITECTURE AND BUSINESS CONTINUITY
GoldenGate's checkpoint-based recovery architecture provides precise, lossless restart capability following any failure
mode that leaves source redo logs intact. The checkpoint mechanism records the exact log position of the last successfully

processed record for each process (Extract, Data Pump, Replicat), enabling resumption from that point without data
reprocessing or gap introduction.
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Figure 11 | GoldenGate Recovery Time Objectives by Failure Scenario (seconds)
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Figure 11 — Recovery Time Objectives by Failure Scenario: Extract/Replicat checkpoint restarts complete in < 40s; trail
file corruption recovery requires up to 4 minutes

1. Extract Checkpoint Restart (20s RTO): when Extract stops abnormally, restart reads the checkpoint file to identify the
last processed SCN and resumes log mining from that point. No data loss occurs provided Oracle redo logs have not been
purged beyond the checkpoint SCN. Configure ARCHIVEDLOGONLY and appropriate LOG_ARCHIVE DEST
retention to prevent checkpoint-to-log gap.

2. Replicat Checkpoint Restart (30s RTO): Replicat restarts from its trail file position checkpoint, reapplying any
uncommitted transactions from the checkpoint position. The HANDLECOLLISIONS parameter enables graceful
handling of duplicate records that may result from Replicat restart, automatically discarding INSERT duplicates and
applying UPDATE/DELETE operations idempotently.

3. Trail File Corruption Recovery (~4 min RTO): trail file corruption-rare but possible due to storage hardware failure-
requires rebuilding from Extract checkpoints. If the local trail is corrupted, Extract reprocesses from its last checkpoint
SCN; if remote trail is corrupted, Data Pump retransmits from the corresponding local trail position. Configure trail file
checksums (CHECKPARAMS CHECKSUMALL) to enable early corruption detection.

4. Network Partition Resume (47s RTO): when a network partition interrupts Distribution Server to Receiver Server
connectivity, both processes pause and retry on configurable intervals. Upon partition resolution, the Distribution Server
resumes transmission from the last acknowledged trail sequence number, with no data loss and no manual intervention
required.

5. Full OGG Stack Restart (85s RTO): a complete GoldenGate Microservices deployment restart (e.g., following cloud
VM reboot) triggers sequential restart of Service Manager, Deployment Server, and all Extract/Distribution/Replicat
processes in dependency order. Automating this via OCI Resource Manager or Kubernetes readiness probes reduces
MTTR from minutes to seconds.

XI. CONFIGURATION BEST PRACTICES AND TUNING GUIDELINES

Optimal GoldenGate configuration requires careful calibration of Extract, Data Pump, and Replicat parameters to the
specific characteristics of the source workload, network path, and target platform. The following numbered guidelines
represent consolidated best practices derived from Oracle documentation and production deployment experience
documented in peer-reviewed literature prior to November 2023.

11.1 Extract Configuration Best Practices

1. Enable Supplemental Logging at minimum column level: ALTER TABLE ... ADD SUPPLEMENTAL LOG DATA
(PRIMARY KEY, UNIQUE, FOREIGN KEY) COLUMNS is the minimum required configuration. For tables without
primary keys, ALL COLUMNS supplemental logging is required, which increases redo log volume by 20-40% for
UPDATE operations-quantify this overhead before enabling fleet-wide.
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2. Use Integrated Extract for Oracle 11.2g+: Integrated Extract's database-server-side log mining API provides 15-25%
lower capture latency and complete support for Oracle-specific data types (SecureFiles, XMLType, INTERVAL
columns) versus Classic Extract's external log access approach.

3. Configure FETCHOPTIONS USESNAPSHOT: for Oracle 12c+ sources, FETCHOPTIONS USESNAPSHOT
eliminates the need for supplemental logging on uncommitted-transaction columns by reading from the consistent-read
snapshot at commit time, reducing supplemental log overhead by 30-50% on high-UPDATE workloads.

4. Set TRANLOGOPTIONS FETCHPARTIALLOB for LOB columns: avoids fetching entire LOB values into trail files
when only a subset of columns has changed, reducing trail file size by 40—70% for schemas with large CLOB/BLOB
columns that are infrequently updated.

11.2 Parallel Replicat Tuning

1. MAX PARALLELISM =2x vCPU count - the recommended starting configuration for Parallel Replicat thread count
on OCI compute; thread count beyond 2x vCPU count shows diminishing returns due to target database connection
overhead and lock contention on shared target objects

2. SPLIT_TRANS_ RECS 5000 - configures Parallel Replicat to split large transactions exceeding 5,000 records into
independent parallel apply units, preventing single large transactions from serializing the entire apply thread pool and
causing lag spikes during batch load operations

3. BATCHSQL mode: 40—60x throughput improvement - enables Replicat to batch sequential DML operations into
array INSERT/UPDATE/DELETE statements, dramatically improving apply throughput for workloads with high single-
row DML volume at the cost of losing per-row commit atomicity (appropriate for data warehouse targets)

4. APPLY PARALLELISM AUTO - the GoldenGate 21c auto-parallelism feature dynamically adjusts thread count
based on measured lag and CPU utilization, reducing manual tuning overhead for variable-workload environments.
Requires Integrated Replicat mode with Oracle Database 12.1+ as target.

PERFORMANCE TUNING QUICK REFERENCE

1. Start with 2x vCPU thread count for Parallel Replicat. 2. Enable BATCHSQL for DW/analytics
targets where per-row commit is not required. 3. Set SPLIT TRANS RECS 5000 to prevent large-
transaction serialization. 4. Monitor V§GG_APPLY COORDINATOR on Oracle targets for
apply bottleneck diagnosis. 5. Use APPLY PARALLELISM AUTO in OGG 2lc¢ to reduce
manual thread tuning cycles.

XII. CLOUD MIGRATION ARCHITECTURE USING GOLDENGATE

GoldenGate is Oracle's recommended mechanism for zero-downtime database migration to Oracle Cloud Infrastructure,
enabling continuous replication from on-premises source to cloud target during the migration cutover window. The
migration architecture uses an Initial Load Extract for the baseline data copy, coordinated with a Change Sync Extract
that captures all DML changes during the load, providing a gapless transition to real-time replication at cutover.

1. Phase 1 — Pre-Migration Assessment: validate source database character set (AL32UTF8 required for all OCI targets),
confirm supplemental logging is enabled, identify unsupported data types (BFILE, LONG RAW beyond 32KB, nested
tables), and benchmark source I/O headroom for Extract overhead. Oracle GoldenGate Pre-Migration Checker tool
automates 80% of this assessment.

2. Phase 2 — Initial Load Coordination: configure SOURCEISTABLE Extract to capture a consistent snapshot of source
tables using Oracle's flashback-consistent read. Coordinate the SCN at initial load start as the starting position for the
Change Sync Extract, ensuring zero-gap transition between bulk copy and incremental CDC.

3. Phase 3 — Lag Reduction and Validation: once Initial Load completes on the target, allow the Change Sync Replicat
to consume accumulated trail files and reduce lag to < 10 seconds. Validate row counts, checksum spot-checks on high-
value tables, and application smoke-test against the cloud target before scheduling cutover.

4. Phase 4 — Cutover: quiesce application writes to the source, wait for Replicat lag to reach 0 seconds (confirmed via
STATS REPLICAT showing zero lag), redirect application connection strings to the cloud target, and confirm post-
cutover transaction processing. GoldenGate's checkpoint integrity provides a guaranteed rollback path by restarting
replication from the pre-cutover checkpoint if issues are detected.

5. Phase 5 — Post-Migration Validation: maintain the GoldenGate pipeline in active monitoring for 48—72 hours post-
cutover as a data consistency safety net. Configure REPERROR DEFAULT DISCARD to log any apply exceptions to
the discard file for post-migration reconciliation audit.
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XIII. CONCLUSION AND IMPLEMENTATION RECOMMENDATIONS

Oracle GoldenGate 21¢c Microservices Architecture represents the production-grade standard for real-time Change Data
Capture in cloud-hosted transactional database environments. Its combination of log-based capture with sub-millisecond
overhead, compressed and encrypted trail file transport, parallel apply with near-linear throughput scaling, and REST
API-managed operational model makes it uniquely suited for enterprise CDC workloads spanning heterogeneous source
platforms and cloud-native target architectures.

The following numbered recommendations consolidate the key guidance from this article for practitioners configuring
GoldenGate for production cloud replication:

1. Deploy GoldenGate MA for all new cloud deployments: Classic GoldenGate is no longer the recommended
deployment model for cloud-hosted databases. OGG 21c MA provides REST API management, containerized
deployment, TLS 1.3 inter-process communication, and Performance Metrics Server capabilities essential for cloud-
native operational models.

2. Use Downstream Extract for mission-critical OLTP sources: to eliminate any GoldenGate overhead from production
primary databases, configure a Downstream Extract mining against a physical or logical standby database. This is
especially critical for databases sustaining > 100K TPS where the 0.5-0.8ms log read latency constitutes a meaningful
CPU budget item.

3. Enable trail file encryption and compression as defaults: configure ENCRYPTTRAIL AES256 and COMPRESS
(LZ4) on all Extract and Distribution Server parameter files. The 63% average bandwidth reduction pays for itself in
cloud egress savings within the first month of production operation at typical enterprise DML volumes.

4. Implement Conflict Detection from day one in bi-directional topologies: CDR configuration is significantly more
complex to retrofit than to implement initially. Define resolution strategies for each replicated table at deployment time,
even if the initial topology is planned as uni-directional-active-active topology expansions are common as operational
confidence grows.

5. Integrate Performance Metrics Server with enterprise monitoring: configure GoldenGate lag alerts at the 2-second
warning and 5-second critical thresholds, integrating REST metric collection with OCI Monitoring, Prometheus, or your
enterprise SIEM. Lag growth detected within 30 seconds of onset typically results in sub-5-minute resolution versus 30—
60 minutes for manually discovered lag events.

6. Validate supplemental logging overhead before fleet-wide enablement: enabling SUPPLEMENTAL LOG DATA
ALL COLUMNS on tables without primary keys can increase Oracle redo log generation by 20—60%. Benchmark this
overhead in a staging environment against representative peak DML workloads before deploying to production at scale.
7. Use Parallel Replicat with INTEGRATED mode for all Oracle targets: Parallel Replicat with INTEGRATED mode
consistently delivers 40—45% higher apply throughput versus Classic Replicat at equivalent thread counts, as
demonstrated in Figure 3. The APPLY PARALLELISM AUTO feature in OGG 21c¢ eliminates manual thread tuning
for variable-workload environments.

BOTTOM LINE

GoldenGate 21c MA + Parallel Replicat + LZ4 compression + AES-256 trail encryption is the
recommended stack for production cloud CDC. Deploy Downstream Extract for OLTP sources above
S0K TPS. Budget CDR configuration time upfront for any bi-directional topology. Integrate
Performance Metrics REST API with your monitoring platform on day one - lag is the single most
actionable indicator of pipeline health.
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